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COMPUTER SYSTEM ACCESS & BACK-UP POLICY

INTRODUCTION

With the rapid uptake of computer systems worldwide, access control to these systems is of the utmost importance. The prevention of unlawful attacks on the Councils’ systems is of paramount importance as is the back-up of essential data of these systems to restore the databases to their previous day’s state if there should be a failure of either the hardware or software.
SYSTEM USER ACCESS CONTROLS
Council should appoint or assign a person/s responsible for all access controls and security procedures. The computer software must automatically request all users to change their password for access on a monthly basis without exception with the following criteria:
· The password must differ from the last by at least 1 position.
· The password must have at least 2 Alpha characters and 1 numeric or special character.
· Passwords must not be divulged to other staff.
· Passwords must not be written down and left lying around for others to see.

BACK-UP’S OF SYSTEM INFORMATION
A daily back-up of both the Domain Controller and the Venus server are to be done. The Domain Controller is to be backed-up on both tape and hard drive. The Venus server is to be backed-up on tape. These back-up’s are to be clearly labelled with the day of the week and the tapes are to be inserted at the end of the working day. The back-up software is to run the back-up’s unattended after hours so as not to interfere with the day-to-day workings of the Municipality.

The tapes are stored in a locked walk-in strong room in the new PECS section of the Municipality which is off-site. 

On a monthly basis, a back-up of the Venus system is to be run at month-end on tape and the back-up is to be stored in a safety deposit box held at First National Bank for safekeeping off-site. This is additional to the daily back-up which will be run.  
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