Umtshezi Municipality

COMPUTER SYSTEMS POLICY
In order to control the use of Council owned Computer Systems and Records, it is deemed necessary to implement a policy  to remind users there of, that these systems are the property of the Council, together with any and all files and/or electronic mail communications stored thereon.

As such, Council reserves the right to access all such systems, files and communications at any time for business purposes by way of periodic unannounced inspections.

ACCEPTABLE USE:
Whereas the Council provides computer systems, including electronic mail systems and Internet access, to assist employees in the performance of their jobs, use thereof should be restricted to official Council business only, although incidental and occasional personal use may occur subject to there being no misuse. This would be in accordance with the relevant policies and codes of conduct in force at the time, provided such use does not directly or indirectly interfere with the operation of Council computing facilities or electronic mail services or employment of employees or other obligations to the Council. Such use does not carry with it an expectation of privacy.

MISUSE:
Using any Council computer systems, including electronic mail systems and Internet, for any illegal activity is strictly prohibited. Illegal use may include, but is not limited to: obscenity; threats; harassment; theft; attempting unauthorised access to data or attempting to breach any security measures on any electronic communications system; attempting to intercept any electronic communication transmissions without proper authority; and violation of copyright, trademark or defamation law.
Employees may not use any Council computer system for:

· Personal gain

· Playing computer games

· Mailing or distributing chain letters;

· Accessing, retrieving, storing, displaying, posting or mailing sexually explicit photographs, indecent or obscene items;
· Mailing or storing non work related video clips or graphics (including cartoons and screen savers);

· Representing oneself electronically as another user;

· Configuring hardware or software to intentionally allow access by unauthorised users;

· Installing unauthorised programs on Council computers;

· Making unauthorised changes to installed Council software.

Policies & Practices for E-Mail 
E-mail is now an essential part of the daily operations at Umtshezi Municipality and it is important to ensure the viability, availability and security of this service. This can only be achieved by adhering to good E-mail practices.

The Council electronic mail system is not to be used for gossip, including personal information about oneself or others, for forwarding messages under circumstances likely to embarrass the sender in any way, or that may be seen as insulting, disruptive or offensive by other persons, or harmful to morale.

Misuse of a Council provided computer system including electronic mail systems and Internet access will result in disciplinary action.
1. Do not store or distribute pornographic material including video clips or graphics (such as cartons and screen savers) on Council computer systems and facilities. This is a serious offence and is strictly prohibited.

Please note: Regular sweep checks of user storage areas for pornography and other non work related files will be performed and the details of offenders will be forwarded to the relevant Director for disciplinary action to be taken. In addition, user accounts will be summarily disabled to protect any incriminating evidence.

Umtshezi Municipality does not condone the receipt of incoming pornography into the organisation and where sweeps and filters reveal incoming pornography, the employee concerned must have clearly demonstrated their efforts to curtail the source on the first occurrence. Should the perpetrator of such pornography persist the employee concerned is duty bound to inform the Network Administrator whereupon this matter will be taken up with the perpetrator at a higher level.

2. 
Do not create private E-Mail groups for use for mass distribution of private mail. Whilst one may be sending a single message, by sending to a group, it still creates a huge and unnecessary burden on the E-Mail system. Personal use of the E-Mail is a privilege, not a right. As such, the privilege may be revoked at any time. Abuse of the privilege may result in appropriate disciplinary action.

3. 
Do not send anyone any e-mails or attachments that contain jokes, pictures, pornography, games, etc.

4. 
Do not open or save attachments sent that are not directly work related or from an unknown source. Instead these must be deleted immediately. Such files may contain viruses or malicious code that could compromise Council’s security, besides which they waste valuable storage space.

5. 
Do not keep petty E-Mail. Only keep messages that will be needed some time in the future delete all other messages as soon as they have been read. This saves one the chore of having to clean out the inbox regularly.

6. 
Do not forward E-Mail virus warnings to other E-Mail users. If one receives an e-mail that warns of some virus and encourages users to forward the message to as many people as possible - just forward it to the Network Administrator. These are generally (99.9% of the time) hoaxes - the Network Administrator will broadcast any genuine virus threat.

7. 
Do not keep mail for more than six (6) months.

8. 
Do not use the E-Mail system to store attachments indefinitely. If attachments received relate directly to work and it contains information that will be need in the future, save it immediately to an appropriate directory on the file server.

9. 
Do not use the E-Mail system for excessive private use. No more than five private E-Mails to single E-Mail addresses are to be sent externally  per month. Personal E-Mail should not cause Umtshezi Municipality to incur a direct cost in addition to the general overhead of E-Mail. Consequently, employees, on receiving personal E-Mail, should read it and delete it.

10. 
Employees have no right to privacy with regard to E-Mail.  Management has the ability and  and the right to view employees’ E-Mail.

11. 
Do not use racist, sexist, threatening or otherwise objectionable language in any E-Mail.

12. 
Do not subscribe to mailing lists or mail services for personal use.

13. 
Do not use another employees’ E-Mail address.

14. 
Employees must respect intellectual property rights at all times when obtaining information via E-Mail. Illegal or unauthorised downloading, copy or distribution of copyrighted works is strictly prohibited. Such infringements may result in legal liability for the employee and Umtshezi Municipality.

15. 
Do not use E-Mail in a way that misrepresents oneself or Umtshezi Municipality or violates explicit workplace policies mandated within Umtshezi Municipality.

16. 
Do not use E-Mail for any personal monetary interests or gain.

GUIDELINES FOR GOOD E-MAIL HOUSEKEEPING 
· Delete all unnecessary mail. Be frugal in the mail that you keep.

· Information that needs to be kept must be printed and filed.

· Do not send e-mail to someone if you can possibly talk to them - rather walk down the corridor or call the person on the phone if you can. E-mail is a sterile form of communication and can lead to animosity amongst colleagues.

· DO NOT USE CAPITAL LETTERS BECAUSE THAT IS THE EQUIVALENT OF SHOUTING. If you do receive a message in capitals, just consider that the person may have done so in error - do not take offence.

· Seriously consider if the e-mail message is important before sending it. Unnecessary e-mail is a time-waster for those who receive it (and those who send it).

· Employees should be aware that when sending e-mail of a personal nature, there is always the danger of the employees’ words being interpreted as official Council policy or opinion.
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